a2 United States Patent

Van Doorn et al.

US009143424B2

10) Patent No.: US 9,143,424 B2
(45) Date of Patent: Sep. 22, 2015

(54) MONITORING A CONTENT-DELIVERY
NETWORK

(75) Inventors: Jan Van Doorn, Castle Rock, CO (US);
Joseph Pryszlak, Lafayette Hill, PA
(US)

(73) Assignee: Comcast Cable Holdings, LL.C,
Philadelphia, PA (US)

(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 1632 days.

(21) Appl. No.: 12/480,293

(22) Filed: Jun. 8, 2009

(65) Prior Publication Data
US 2010/0313230 Al Dec. 9, 2010

(51) Int.CL

HO4L 12/26 (2006.01)
HO4L 29/06 (2006.01)
HO4L 12/24 (2006.01)
(52) US.CL
CPC ... HO4L 43/50 (2013.01); HO4L 12/2697

(2013.01); HO4L 43/045 (2013.01); HO4L
65/4076 (2013.01); HO4L 41/509 (2013.01)

(58) Field of Classification Search
None
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

7,886,332 B2* 2/2011 Aratanietal. ........... 725/151
2006/0034185 Al 2/2006 Patzschke et al.

2007/0107034 Al*  5/2007 Gotwals .......ccceoevrvinnn. 725/129
2007/0133425 Al* 6/2007 Chappell ..... ... 370/250
2011/0099570 Al* 4/2011 Sadjaetal. . 725/16
2012/0030458 Al* 2/2012 Parketal. ... 713/2

FOREIGN PATENT DOCUMENTS

WO 2008/030069 Al 3/2008
OTHER PUBLICATIONS

Cable Television Labs, Inc, “Data-Over-Cable Service Interface
Specifications, DOCSIS Set-top Gateway (DSG) Interface Specifi-
cation, CM-SP-DSG-110-070223”, Feb. 23, 2007.*

Set-top gateway specification for transmission systems for interac-
tive cable television services; J.128 (Nov. 2005), ITU-T Standard.
International Telecommunication Union. Geneva ; CH. No. J.128
(Nov. 2005). Nov. 29, 2005. pp. 1-98. XP017465068. [retrieved on
Jun. 6, 2006].

(Continued)

Primary Examiner — Dominic D Saltarelli
Assistant Examiner — Omar S Parra
(74) Attorney, Agent, or Firm — Banner & Witcoff, Ltd.

(57) ABSTRACT

A content delivery networked is monitored to verify opera-
tion of control channels for the delivery of content to a cus-
tomer. Monitoring includes joining a connection with at least
one control channel in the network, decoding content of a
signal in the control channel, determining whether the
decoded content complies with a pre-determined rule corre-
sponding to content transmitted in the control channel, and
producing a report indicating whether the decoded content is
compliant with the rule. In addition, a graphical user interface
(GUI) displays the status and results of testing the control
channel. The GUI is configured to perform generating a dis-
play representing testing status of a plurality of DSG tunnels
in a first frame and test results of the DSG tunnels in a second
frame and providing details of a DSG tunnel test when
selected by a user.

2006/0236342 Al* 10/2006 Kunkel et al. . .. 7125/52
2007/0058043 A1* 3/2007 Thukral .....c.ccccccvnee 348/180 27 Claims, 13 Drawing Sheets
200\
ESTABLISH L2t
CONNECTION WITH
CONTROL CHANNEL

DECODE

CONTENT

RULES TO
DECODED CONTENT

APPLY BUSINESS | 203

DENTIFYING |- 2%
NETWORK ELEMENTS
ASSOCIATED WITH
DECODED CONTENT

RUNNING |20
SYNTHETIC
TRANSACTIONS

206
GENERATE
REPORT



US 9,143,424 B2

Page 2
(56) References Cited nication Union. Geneva * CH. No. J.700 (Dec. 2007). Dec. 14, 2007.
pp. 1-66. XP017435911. [retrieved on Dec. 5, 2008].
OTHER PUBLICATIONS Extended European Search Report—EP 10165124.8—Mailing date:
Aug. 12, 2013.

IPTV service requirements and framework for secondary distribu-
tion; J.700 ( Dec. 2007), ITU-T Standard. International Telecommu- * cited by examiner



US 9,143,424 B2

Sheet 1 of 13

Sep. 22, 2015

U.S. Patent

I 'Old

3183l

N

2ol

d31s3t

N

LOL

€01

HIAYES
ddv

N

801




U.S. Patent

Sep. 22, 2015 Sheet 2 of 13

200
N

ESTABLISH
CONNECTION WITH
CONTROL CHANNEL

DECODE
CONTENT

APPLY BUSINESS
RULES TO
DECODED CONTENT

_/‘203

IDENTIFYING
NETWORK ELEMENTS
ASSOCIATED WITH
DECODED CONTENT

RUNNING
SYNTHETIC
TRANSACTIONS

GENERATE
REPORT

FIG. 2

US 9,143,424 B2



US 9,143,424 B2

Sheet 3 of 13

Sep. 22, 2015

U.S. Patent

€ "old

A

—SUOIISOrRD
‘Aeaudold pue jeiuapiuon 1sesuion

OLo3N

/

Sj00} Pial4 Uelg e

PIM 1ISQ »

WY OS8Q .
sjooj Jaujled

abbed Y9904 »
YU osIN
Aemznil - SAAIYOIV »
OAIL - SBAIYOIY &
qnsun/gng ABMZNS =
qQnsunfang oAtL e
oju) p3)Y ey
aIgpuid »
Jajjojue) pulq
SloMsuy R SUOHSaNT
S3J0N asesjsy
20Q UOREOLNON
Lsmwuing Byuon
510118 - SISAiEUY ejeq)
Gyuos - sishieuy eleg
UDIEULIOJUS SIOK
oG] MAIANIL

Hoaya JASNID L €

sdesp uado »

dEW OAS

dey ONd
OALL

LIVX »

sdesj uadQ e

depy OAS ¢

dely ONd
<AEMZNI}>

/

junyAjuoden™Aemzniypaly
POl L e B LN

smelg <Aemgnis

7
AN

10S

\.

E ﬁ e|Boogy @_
(=)

sjoa] Bunasuibuz 1seoWwon

[10U"1SESLUI0D" ISBMOPL-00"BWD" | 0Sjo0lBus//:diy _ @ @ @ @
000

//loom

depy - ebed uiepy




US 9,143,424 B2

Sheet 4 of 13

Sep. 22, 2015

U.S. Patent

v "OId
(7 ™
=-SUgisany
‘Aiejelidoid pue |enpuspyuon JSESD)
= ([ 0000000000000 00000000000000C00000 Joupey Aemznil L'0'ESZET
000000000000 000CCOOO000O00000000 eamEnbg leuue)y Aemzni LL'0€52ET
Q0000000000000 COOOOO0OCO00O00000 umolsiod Aemzniy 91°0'€S'TET
[e]ls]elelolelolololujolololololololelolololelololelololololole]s] uinowAld Aemgniy GL°0'€5°ZET
[e]elelelelolololelololololslslololelalolelolelofolojalolololole] UMOJSILION Aemznul ¥1'0'€6'CET
) 0000000000000 00OCOO0OOO00LCOO0000O0 189M 09190 Aemzni} £1°0°€5ZET
Q000000000000 000O00O00CO00OCOO000000 15e3700]900 Aemzni ZL'0'€SZET Si00) plaid Ueg
[e]ls]elelelolojelelololelololo}ololololololololololotolelololo)e] wsAey Aemgn LL°0'ES'ZET «_.wso.MMM“
Q000000000000 O00COO0O0000OC0O0O000 eliasien) Kemzni 0L°0'€§'CET " sjooL ssupeyd
Q0000000000000 000000000000000O000 eissnid Jo Buy Y3 62'028°2EZ oBbed HGq0H »
@O.VA 00000000000 O000O0CO000000O0OO00000 Joupey VO 82°0757CET spurT osw
000000000000 C0000C000000000000000 eenbg isuusy Vo Lg0esTeee Aemzny - SOMUONY @
0000000000000 OOOLOOOOOOOOVOOOLOO UMOISHOd vO 9L°0Z9TET a:m%b%.%mhumﬂ“u
[e]e]olelelslolelola]olololololololololoololoTololololclo o]0l yinowifid V3 SL'0T5Tee QRSUN/NS OALL =
[eJelelelolololololelolololelololololslolelololelelolololelolole] UMOISLLION YO $1°07282E2 ojuj Bl e
Q0000000000 QOOOO0ODOOO0O0000O0000 1s9M00feQ VO €1'0726'2€T aispuid e
00000000000000000000000000000000 8T RA VD ZVOTETE || siomeiy s suoneorss »
Q000000000000 V0O00O0O0OOO000000O000O0 wsAlen V3 11'0Z82ee SBjON asaseY e
Q000000000000 O000000O0000OOOCOO00 alliasieod YO 0L'0'26'2ET mmmhw_mwmwumu“
——— 000000000000 000000C0000000000000 WiNE Y3 60TGCET || siows - sishieuy e »
(<==18pj0— " 18MBU==>) SMIE}S JO AIO)SIH ewep jueld adAy dnougy m::nm%;ﬂﬁﬁﬁﬂ%%ﬂ& :
{ 001 MBIANIL
mO/.v mo.v HIBYD JASNIH IL »
57922 Gc98cz  609lie 6eSGee boelee bebeeT SAoL 0 .
:(s%90]q ™ outpidewys) NGO U0 Snjejs ©d3 paje|al- O/ dey ONd ®
OALL
(8002 DN 0Z:00:18 ¥} IN{ UOW 18 %0940 ISB| L.Z'EE"L8"89 18M8s Uo L09G | ANjeso] Joj) smejs QOA palejas- O/ /mo.v 1IVX e
e
P Aemzns uo 800z O.LN £2:¥1:LZ ¥ INF UOW 3 (¥052) 272U 7190 10§ sme3s [~Z01  den oNd .
<Remgrni>
o L0V
Aemgni-adA0pogz=191105uns; 14 18tjo]Jucomoys/ulg-ifios
OpipLiLEOWIL OLN (P0S2) 272U 12 Joj uopewo] snjeys Aemznay
E h eioony dv _ f/OUISEDWIOT JSOMIPU" 000D’ L 0S|ocyBus)f dyy _ @ @ @ @
) sjooy Bunssuifug Jseswon 00 OL

v/oov

MBIA JB]|0JjU0D MOYS




US 9,143,424 B2

Sheet 5 0of 13

Sep. 22, 2015

U.S. Patent

g "Old

\\\\ Y
“siianseny
‘Algjauidold pue [eRuapluoy) 1SBOWOD
< [ )
3 [ONIG IMONY IMORR TOPUOAA AL A a0 2100 S XeW I T O pgoen oA SO SonTE Teod ST WS O TONTEY
LA
UMD UDZEL neme duse odasy BliAA o sibunr %) .
Em__m w:o_‘_mmumucw‘_:ncm 92:w>n@ dn mr_._gn:% URISUAIN] g gymny  ABOIOSSOID T g aibunp sy jpuig MO SIPPES QNI SIPPES| QIM-Q OEY
19pusgIY Iapuagiy Ispuaguy
1BYdSIUaBd PPO  ASHIN wojueyd  wopeyd 13puUBqIY IopuBqIY 1apuagry|
UEG  Aimed  eddey MOUS1eNeS uued UUEG ) ot 571 PUL JEIEAY oy oo 58T SUL BIEAY o, - gl 1587 SUL EjeayNOOLN 624
Moys JBIN poog Moys WBIN poog moyg Buleyg sinoids> (NOYAS 82H sjo0) plad ueug e
; qeMyIs qemyog DM LIST »
LI# S0UM Buixog 21sse|0 siojeipeln ueBuY o] dums o duns Ileqiaseg efisjjoD asse|n ONSE €21 s .
PUNOID S WL MOUS UeMIIS BUMEW MOWT Gueghoriond BUSEIICM  OWEV OO OLEW ONOW 18K 84l lesjeull N4 SjooL Bukied
no  ssysex funb swnipelg sadeospue SUOJBULIOJSUB] SUOIBAOUSY  SUOEAOUSY obBbeg yqqoH
ccu_w cEmw umm:sw AW Raf0Id Em>%umm 3m._m%mmm__ PHOS %003 SIAUSELD PIBSIBYSEID PIEX swoH  woouyieg woolyeg|  Ad 1zl syur] oSN
5417 03 9T OUO uaipiyo Ay iy SSORSOY U pue Buno 01208 ‘SHH ‘A9g 01206 'SiIH 'Aog "0 oy VoS 0zj| Aemznil - SOAAIY »
S0J3NSYAl 341 J9PUN SUOISIA AIPEad umaq 40813,u0G] — NWT61Y L saneny -
seizopug mwﬁmwB wmw_q__mmwB mw_q__w_mwﬁ mm”_-__wmm_ﬁ sejzepug SpUEI00d ‘'SPUZ YO Spug J00d 'epug uond|  3m Z1i) qnsun;ans Aemzra) e
UOS|IA BBYD JO A103S any) saNaleq pRLees 53138]SAN S,AI0ISIH DBEUBWY JUBIOUY safieop| 1-GIH O L) n:mc:\nhm a\._M.r oﬁ
“POAING | snauojoN {BQUSPIUOD AND SMOLOJON I 103} 9Adljeg SAoldid v supy " OIg S| I HSIV e
saleuyBIN ¢BSNOH JNOA  $3SNOH JNOA o 123 NoA| 815 puid
Jean)y do| leen)y dop  BOUAWY SMON PHOM D8E uBLONY S ABSWIBY m uesis Moy S uesis mond :ob@mu%» Jeus Si NoA 088 il ._m___mz_cou uc_w “
_,___Mwmw n.wﬂw __m.wo&w usalg |ewg PICM D UOHeN uoljeAcuy Jaddoys ueduauy BINgsU291D| NITHD Chi uwmm«_.u._ﬂ:wmw..”_w_.mm “
i Aaids l saojAIe © Bt
22-A oL 4o ﬁm__m seoey suodeo ABojouadespy Alojoe 4 19 suodeepy 8NN Jemodelly sy nc.:o_w N 2L ﬂc:%.mm_ku_ﬂvwcmﬁﬁm "
o HE 13 350N sa|ld 184 solid (g4 SOROBBAMIN 1 uncin s cinaehony an ]| Buo asdiouy o1ed o
M\Asmunt_ wmw\wwun. MLOWo| pucked Buneewbu swesxJ BISY JO SISAE|N BPEN UBl x_EmIm,«”_mw,Mﬁ — m.w_ﬁwm 20edg Woyj sieqeily 198 01l y M”W_,MHSE._.
Noays 1oy .
eibojg ey L sypel UMOP)[eW |ejoelD uobeiQ Aq yieag peoiqy dn payae] peoiqy dn paoo peciqy dn peydo| OIAN 6o} sdeli uado e
loned £ B B mmﬁ OAS »
UBYAN SIRH wwmwﬁho _mwh%.%m _Mwu Awepeoy ey)  sjustiop Buoous 1sop msmm_._mm wEw.%mm__ eleq pulg ereq puitg|ouxo+ 8oy BN ONd m>_._.
13y LIvX »
2010, Wwbisy| 191U3; weisup  sauHoIg sdesf uedQ e
SN qdhSd WBhlew dnuxw eusssieqorp moNsisup  RNEY Aesimesnsnpunodnon o o IEEN SIS AL egomo|inang 2o 3o Ohe -
dey ONd =
OB MoyS Aaswiey sAe( pieoqaisas ANUBIN sEopaWyY ojpAeD inoH AddeH  sieag % (Ing sseuisng xo4]  Ng4 S0 <hemzni>
1 Kaisik € NVdS-0 uojBuiysem u Aepop> ENdSD 501
|uy"po2sp” Y 0T 10007 aP/EE” 0Z/91'0'ES 2ETF0ST/SIauuny n\ om
szieeiizowL 01N “\pug sjuang
E ﬁ 8|Bo0g) ,Ov _ BUISEILIOD ISEMIPLT 00" DWD" | sjoniBua/fdny _ @ @ @ @
(=) sjo0r Bunsswmbug 1seswe)d [eXeXe)

V/oom apInb - malA [puun] uonediddy



US 9,143,424 B2

Sheet 6 of 13

Sep. 22, 2015

U.S. Patent

9'9Id

7
||m=O_~mW3ﬂu
Alejsiidoud pue |2uspiuos 158500
N 8002 D111 00:00:00 /g INT Ung »
8002 O1N D0:00°Z1 92 INf 1eg »
8002 O1N 00°00:00 92 iNT" jeS »
8002 QLN 00 00ZL ST NP g »
800¢ OLN 00°00:00 S INF 1] °
8002 O.LN 00:00°¢L F£ N NYL o
M 8002 01N 00:00°00 pg N[ "L « SooL pieid Uelg e
8002 01N 00°00-¢1 £¢ N PSA »
8002 O1N 00:00:00 €2 N[> PSM @ 5100] Jouped
8002 01N 00:00:¢1 22 | sen) » aBbed G40 »
8002 01N 00:00:00 2Z IN[ San) = SYUIT ISIN
800¢ 31N 00:00:¢} LZ [Nf UON » Aemzni - SANYIIY »
800€ DN 00:00:00 LZ INf UON » OALL - SIAIYDIY »
8002 OLN 00:00°Z) 0z I ung » GSUNIANS en
800¢ 01N 00:00:00 O¢ jnf ung « o Yaty el
8002 01N 00:00:¢1 61 INf Jeg o 1S U v
8002 21N 00:00:00 8L INT JBS JBlONUOD puld ®
8002 01N 00:00:2t 8L Inf - » u__mamcw(m“.w m:%m_wmwmc M
B00Z DN 0000200 8L N i » 200 URENON »
800C DLN 00°00:2) L1 AP NYL » Areuaung Byuo) »
8002 511 00:00-00 ZI If NUL » Bijios - o »"H« oea o
800€ JLN 00:00:Z} 81 I paph » Uopeulojuf SO =
8002 010 00:00°00 81 I PSM » 1001 MaAnIL
8002 OLN 00:00:Z) 1 |nrsan) e H0BYS IBISHO T 8
800Z D10 00-00:00 G} {Ar 59N » mﬁ? :mmm :
2002 31N oc”oomwr V1IN UOW o dew ONd »
800¢ O.LN 00:00:00 ¥} 1N UON » oALL
8002 01N 00:00:Z1 £} T UNS » LIyX »
sdes} usdQ »
dew OAS »
(01N ele sewi j18) 800Z DLN B LFZL FL INM UOW 18 NGO 3t woy pajind sem ejep siyL den o »
<Aemgmniy>
|
Asel/ELTE/IepOSEMowrds)
6EWET ZiBWIL 01N 'NOD woly Jes eleq 543 |ind
E ﬁ E) @ _ 71U |SBILI0O" |SOMIPL 0D I L 0S|o0) Buay/:dny _ @ @ @ @
o sjoo) Bunesuibug jsecwod [eXe] o)

Bleq opIng) Jesul
vfoom 0




US 9,143,424 B2

Sheet 7 of 13

Sep. 22, 2015

U.S. Patent

L'Old

= sdqQ :peadg

(Sy3)wesAs pely Asuebiowgd

sdqq :peadg
182105 ayejdwoa %0
droso [ ]
diomisN Qva-
sdgp :peads
192JN0g ayeidwos %0
SN m—
W3 ovad-

a)a|dion %0

dep ._

Odd OALL
sdgQ :peadg
1304n0g ojeidwos %0
SN e—

yoyjealjady oAl (-

¢, (sv3) weishs wey Aousbilswy
A JHOMIaN - OvQa ] 8]8|dWOS %0
S —
é WINT - Ova Od3 Aemznil.
é [puuni OALL sdgg peeds
1801N0g 8)a)ditoo %0
é 1uuny AemgniL i ——
A
n.\ VX >m>>N:._._. - : [puun AepAgndy-
sdqgQ :pasdg
:@aonog a)a)jdwod %0
€665 1£-21-800¢ dnosg [
\ SHNS8Y - 18]$3L B[qRD MIIANIL ol 1IVX AemzniL
! / femzni FSONAO
c0L SWaH = < 10, oup@ ovae
disH_sjool sjtd

EHEE

18)88] 8|qeD MIIANL] [

002



U.S. Patent Sep. 22, 2015 Sheet 8 of 13 US 9,143,424 B2

e 800

7?1 702
|
(00 Truview Cable Tester / / AEE
File Tools Help /
703 @DAC [7Tivo -- Home

Y QDNCS[F] Tru2way

Tru2Way XAIT—f- -
KM?'MM Group: 232.54.0.0

Tr

TruView Cable Tester - Results
2008-12-31 14:11:00

100% complete  Source:68.86.132.166 704
Speed: Obps
Tru2Way Tunnel LA / Tru2Way XAIT v
ﬁ%w&waﬁ‘_ Group: 232.54.0.67 Tru2Way Tunnel ?
74% complete Source: 68.86.132.166
Speed: 186029 bps TiVO Tunnel ?
Tru2Way EPG DAC - EMM ?
——TR
0% complete DAC - Network ?
Emergency Alert System (EAS) 7

-TiVo Application
ﬁ:l Group:

0% complete Source:
Speed: Obps
TiVo EPG
—T

0% complete

I—DAC EMM
1 Group: 232.52.40.2
0% complete Source: 69.240.230.6 705

Speed: 81 bps

DAC Network
Group: 23252 40 5
7% complete Source: £9.240.230.6
Speed: 8772 bps

Emergency Alert System(EAS)
(:l Group:
0% complete Source:
Speed: Obps

<]

FIG. 8



US 9,143,424 B2

Sheet 9 of 13

Sep. 22, 2015

U.S. Patent

6 'Old

ann=pajqesigiebeuedsuLsISID

101 TOVIND
Bue

Q3NDIS LOLYAT/sdde/uadsefautiseowoo upar sddeyy diyy

LsjeweIRy
BweN

:ebenbue]

:Buiyg jooajold Hodsuer]
1aynuspy

D)

sdqp :peadg
1e0In0g

MDG sdnoigy
Jhli (sy3)welsisg pely Aouabiswgy

219)dwod %0

|

T
sdq 0869} pesds

ERUNAH A BRI

aje|dwod %001

152 1020301 Hodsues] gopzezez :dnog TR @hmﬁ{._
1 :[aqe |000)01 Hodsuel] SOMISN OV Q
ssz :Ajuond sdq |.g ;pasdg
¢ SIA 9'0£2°0b2'69 ;2008 @18idwad %001
o 7G7er -d A
. RICEIEYN TorTseeT :E\w R .wg%.\mwme
92512 dayguep| uonesyddy 206 \\
3G sJeynuap) ucjesiuebio opoIdwon %0
ruoyeayddy dep [T
©d3 oL
648q40.15622818690¢geps5qeqpaggesoqLoyPy ‘8leoIen sdqq :paads
» SBA 1J09[8g cjny 1924N0S ajardwios %0
zespuegddy  lewep | e0lAleg JoRISQY oo _H,mmw_nlm!ﬂm_
J— eayddy oAl
8L0LEL } eonIeg oexNSGY 706 ~
_‘00_>._wa&< aWweN ( 90iAJag DSy " B18Idwod %01
geezdeN [ TR
Jouuap| gy py— g
= 9/0l€l 0 901M8G J10BASqY
oN :Beyd uonesyddy jsaL sdq /56€6} :Paady
c 991°7£1°98'89 :e0unos  Aedwod %00}
¢ :o_ﬂw> 19'0'75°2ET :dnois | V@F@mﬁ
106 4ivX Jauun ], ABAZIU L
sdgp :peadg
. 991°'281'09'ga:e0un0g  @1e1duios %004
5Z:2¥iv) LEZ1 8008 00 5ETEL oIS | )
- LivX Remznit J o LIvX Aemzna
{ { femznil [{]SONGO
[ewen [ < (=] z0. 10w ovae
dlap s|oo)l oji4

EE

19189] ajqeD maianil [
o

006 \.



US 9,143,424 B2

Sheet 10 of 13

Sep. 22, 2015

U.S. Patent

0L 'Old

] I ] = .
sdqg peads
N uobesq nagey| BuwwesSold [Buwweiboid
= HS.Yal | S| R pust A s s L -eomog 2191dwon %0
qen ysen| ged usen sie1sng YW eibioen ul BuguneH vl  osal 91 dnoigy ]
.‘_wEMMMM«oQ ryoeD o) | sassinpy se| soween enb o upseqag A eyjgied| GOZM| Sl (Sva)wsishs pepy Aoushieurz-
oion sdq 0869} *paads
0pIgasue] opedad ulg AL ojepuras3y Qdid) vl 0087 0T 69 130IR0g &jojdwio %001
syueg BJAL | US| RUIWDIISPIQ B MET] aop MMwww sop Mm,_w% HADI| €L §'0¥'252eT dnoin %%%3@%&@‘_
JomsN DVQ
uajyoey a1
Aeq oeued!  sAvIgM Bupepmo | HEWS USpIED asoy aey | jaed| zi sdq g :peeds
MO 1Pl ) 9'0€Z° 0T 69 100108 918{dW0d %00}
opeua) DSED sjejoooyD sweg| NIAM| i 2°0v'25'eez o)) FEEETETmEe
eoe e A 0piog) |3 selny ap eiqejed 28/, eun ases ej07| 239M] 0L
919(dwo9 %0
S | e—
MOYg saseuagag ua)|3 saA7 INQ jo sheq siopog eyl ! vsnM| 6
Dd3 OALL-
BulunelBold S5a30Y JUSWILIBAD> vo| g sdqo :posds
] sleuoliiy :90In08 a)8jdWwoo %0
Apsedogr © ag 0} |endsol jelausn) SAT O AU | HOWM| 2 -dnou
swem aum dnoyg [ T
2EedS | o o pooy et adoina sspwonn| T uopeayddy oan
eypen ! Kepfuiaaz| jsal seouswy 59A9IS "M PHM.
GSBIMOYS a13dwod %eL
eboj Jomod 8100 | speoy juesig uopeonpg| 130 € o2z dem b m._
943 Aepgnil.
= Iiud “1g B Buping SUINL PHOM W S| ONOM| ¥
sdq £G6E6) :pardg
‘2819889 : dwco %004
wp Zodon) 994'ZE1'98'89 1o0M0g 919 o
o] Buipoooy abioagn +ebundg fusar skaew 9benr| ALY € 19°0°¥52EZ (dnolo N PR R \_
014l suuesr o8pnp Anepy MOYS SONIIM 3318 | NOMM| 2 ouuny Aemznal
sdqg :psads
/ 99.4 1V SNOUS 150N puewSq U0> | ANO| ) 991°'ZeL'99'89:90n0g  B}8IUWOD %001
0gide 00622 og: FN\ 00:12 0e:0e 00:02 sweu Yo 0°0°v5'2ET 10N IR
] i Vi G LIVX AepgniL
l { [ Aemzni) F1SONAO
L0} [owon [<] c0. 10L  ow@ ovae
dieH sicor aiid

181891 8|qe) maIAML [

ooor\\




US 9,143,424 B2

Sheet 11 of 13

Sep. 22, 2015

U.S. Patent

Il "Old

I

osiey asiey z z 18 ;A o | o | noadw 0 osig | b 81 | sdqp :peedg
asje) os|e} z L z9 R4 0 o 1934 0 ss18) NOI L 1800y 2101dWod %0
L] E——
asje) as(e; oas|g} 1583 AI2A0DS) gl
v v 95 | 8y | 0 | 0 | n19o3dN 0 d (93 wershg paly fousblows.
asjey as|e} ¥ v €8 €621 0 o O34 0 os|ey BOO|ZE [-13
" sdq 2z0/1 ‘peadg
ssie} as/8) z 9 8 654 0 0 | §o3dw 0 osle; Pt ¥ 9082 0bZ 69 ;o0N0g  @)ejdwion %00
esiey osjey z ¥ 18 [ 0 [ 0 | 1o3dW 0 asjey Dy €l §'0v'25'2ee Ao TR ._
JIOMISN OVT
osie} esie z 2 43 ey 0 | 0 | no3adn 0 8sig) 1pox ¢t
sdqg 1.g ;peadsg
B 3 c %8 | uevd | O | 0 | 934N 0 PO | opunumiel/iemt h G'0ET0bZ69 :30N0g  Sleidwioo %00}
esigy | asje z v z8 | eeir | 0 | o | uoadw 0 asie 2a0y ot Z0v'zgzez dnoio
os(ey as|e} 4 8 18 (1454 0§ 0 | 1934 0 asie} esny 6
as|ej asjg} I'd z [ AN A% ] i 0 [[REEN] 0 asje} { §S320Y JUdWILIBUOD g cum_aEco %o
3
as(e) osiey z 9 18 9ELy 0 | 0 | uo3aw 0 asie} ybupy L dew ]
as(ey asiey 4 Z 18 LELY 0 | o | uoadw 0 osie BuL 9 9d3 OAL-
osiey | osiey ¥ sl gl | eesit f 0 4 O | NOIAW 0 osie 130 5 sdqg :peads
1821N0g ajajdwon %0
osjey asgy Z S 18 yELY 0 0 1934 0 esje} oudy 4 dnoig [ ]
as(e} osiey z € 18 BELY 0 0 | N193dw [V os|ey PADY £ uopeojiddy oAlL-
asiey as|e} [4 ' 18 SrLy 0 0 | N93dW 0 es|ey uimy z
asie, asie; asie] [UQ |stiue 0, O—w_n—:oo %Ok
e} 12} 12 1 oel | vl o | 0 | no3dw o e} 0 |3uUBYO POA 1 0z67 :dew I.L@._
piepuR)g| pejqueIog) Joyswin|ueibold | jeyspo | pisoinog | piddy|edA) | 1odsues) || Joapsyled | WIADDY ubis 12D {ouueyD ©d3 Aeaznil:

]

o4 PHOA
228 'pi de |euueyn
80G¢ :pl J8jj0Au0s)

¥#80:10 10-10-600¢8
sjiejeq dew jpuueyd

sdq 266¢61 :peadg
991°Z€1°98°89 0008 B}9jdWO0 %001
L9°0P5ZEZ (An0iD R ._
1suun) ABMAZI]

sdqQ :pasdg
991'Ze1'99'gg:9ainog  €18idwod %00}
0'0'p5 2eeg (dnoin

LIVX Aepzn]-

7
L0}

En R

1
Aemgznil (A]SONG O
oA ova@®

/

diaH sjool alid

16159 6[qED MEIAMIL [
-

oo:‘\




US 9,143,424 B2

Sheet 12 of 13

Sep. 22, 2015

¢l 'Old

U.S. Patent

a sdqg :pasdg
201n0g @uﬁ_a_tcu %0
dnoig [ )
{gyz)wsieAg 1oy Aousbiaws
sdq pg/8} paeds
¢ (Sva)weisAg ey Aousbiewy 9'0£Z'0vZ'69 19005 919IdW0D %00}
- 9Opeezee dnoip pREEEETETmEm, _
% sHoMBN - Ova HomEN Dva
e sdq | 9 pasdg
s WINF- OVa 9'0EZ0¥Z'69 :900N05  9301dW00 %001
¢ oyzseee dnoig B .—
2 jsuunp OAlL WIS OVC
s 88€¢2 8052 OdT AepmzniL I
. depy | ]
A 22£Z 80SZ ©d3 Aepznil ST oL
e 92€Z 8062 Od3 AepzniL sdqg :pasdg
N ‘agineg 9ye1dwoo %0
s ¥ZEZ 8052 OdT AepmzniL g — —
s €22 8052 9dT AemzniL
ajadwon %z
s 8822 805T Od3 AepzniL £zez dew [ pRmims _
I3 Od3 Aepenil:
= s SN1els QoA ABMZNIL S R—
Tauun| Remznit 901°Z81°99°89 0008 2}8idwon %00,
s [uun] ABpZNiL o vsess o EEESEEERERS|
TIVY ABAAZNUT fepznl
a LivX RepgniL lovun
sdqg :peads
991764 '58'89:00M05  B18|dwoo %001
0E'€0'6Z LE-Z1-0882 00 baTEe dnois, FE s
-] sinsay - 19153] 9|RD MBIANIL : oy
( ) ( ) ( ) Remznil F1SONGO
— omil4] ova®
/ diaH spoay alid
EE=E 181531 §fgeD MOIANLL 000 |
|
0. 102

OONT\



US 9,143,424 B2

Sheet 13 of 13

Sep. 22, 2015

U.S. Patent

IndinQ
SIND

(wapoy)

vovi

(e1qe0) //

qovi

(pod)
90vL

vl "Old

covl

€l Ol

AHOWIN
/82
HOSSIO0Nd
[\ LOEL

AALINDYID O/l ./
c0tl

rorK

€0l XHOMLAN dI



US 9,143,424 B2

1
MONITORING A CONTENT-DELIVERY
NETWORK

TECHNICAL FIELD

The present disclosure relates generally to testing a con-
tent-delivery system, and, more specifically, for testing a
control channel in the content-delivery system.

BACKGROUND

Multiple System Operators (MSOs) are converging their
video and data content-delivery networks (CDNs) to an all-
digital converged network, allowing advanced services to be
deployed, such as video on demand (VoD), switched digital
video, on-line gaming and network based personal video
recording (PVR) services. The ability to converge networks is
due, in large part, to the OpenCable initiative for standardiz-
ing the operating systems of electronics that connect to the
network, such as set top boxes (STBs), so that they could
interact with the different CDNs. For STBs and video related
services specifically, Cablel.abs®, a standards organization
in the cable industry, published the OpenCable™ Applica-
tions Platform (OCAP), which addressed the problem of pro-
prietary operating system software, and created a common
platform on which interactive services may be deployed.
OCAP has been adopted by the major MSOs and has been
branded the Tru2way® specification.

As part of Tru2way specification, key changes were imple-
mented that affect the command and control transport mecha-
nism between the STB and the headend.

Specifically, CableLabs laid the groundwork for new inter-
active video services when it developed the DOCSIS Set-top
Gateway (DSG) Interface Specification, which leverages
DOCSIS standards-based equipment and introduces open,
standards-based technology for video networks. This speci-
fication defines interface requirements for transport of a class
of service known as “out-of-band (OOB) messaging”
between network controllers, application servers, and cus-
tomer premises equipment (CPE) such as residential gate-
ways, televisions and STBs.

Prior to Tru2way standard, core STB technology remained
primarily proprietary in nature. STB technology relied on the
use of a dedicated “out-of band” or OOB channel to transmit
control messaging from the headend to each STB. For
example, conditional access (CA), system information (SI),
electronic program guide (EPG), emergency alert system
(EAS) and other STB command and control messages were
sent via a downstream OOB radio frequency (RF) channel
that was separate from the channels actually being watched.
Specifically, an OOB gateway in the headend system received
the content for the OOB channel over an IP/Ethernet connec-
tion from an application server, terminated the IP/Ethernet
connection, and converted the content to ATM or MPEG-TS
frames before passing the content down the OOB channel to
the STB. Each OOB carrier typically required unique, pro-
prietary headend equipment such as out-of-band modulators
and return path demodulators.

Applicants identified a number of problems associated
with a proprietary OOB channel. Besides requiring propri-
etary headend equipment to transmit/receive the signal as
mentioned above, the proprietary nature of the OOB signal
rendered it opaque and not subject to inspection and testing.
Consequently, problems were usually realized only after a
subscriber called to complain about service. Furthermore,
even if one were able to penetrate the proprietary nature of the
OOB signal and decode it, monitoring all the OOB signals
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2

across different plants was impractical because of all the
different types of OOB signals used and the lack of connec-
tivity between headends.

The DSG specification, however, moves away from tradi-
tional proprietary OOB transport to widespread, [P-based
technology, while preserving the essential nature of current
OOB transport. The control information is carried on an
“always-on” control channel that is separate from the video
delivery channel. Furthermore, DSG consolidates control
traffic from the legacy video network onto the Converged
Regional Area Network (CRAN) and DOCSIS networks.
Applicant has identified that that this interoperability and
consolidation of control traffic offers unique opportunities to
monitor and test control channel signals.

BRIEF SUMMARY

One embodiment of the disclosure is a process of monitor-
ing and testing a control channel in a content-delivery net-
work. The process includes joining a connection with at least
one control channel in the network, decoding content of a
signal in the control channel, determining whether the
decoded content complies with a pre-determined rule corre-
sponding to content transmitted in the control channel, and
producing a report indicating whether the decoded content is
compliant with the rule. In another embodiment, the process
further comprises identifying at least one network element
associated with the decoded content and conducting at least
one test transaction with the network element to verify its
integrity.

Another embodiment of the disclosure is a tester for moni-
toring a control channel in a content-delivery network. In one
particular embodiment, the tester includes a processor, input/
output (I/O) circuitry operatively connected to the processor
and configured for transmitting and receiving signals over a
network, and memory operatively connected to the processor
and configured with a program for instructing the processor to
perform functions. Functions include joining to a connection
with at least one control channel in the network, decoding
content of a signal in the control channel, determining
whether the decoded content complies with a pre-determined
rule corresponding to content transmitted in the control chan-
nel, and generating a report indicating whether the decoded
content is compliant with the rule.

Yet another embodiment of the disclosure is a graphical
user interface (GUI) for displaying the status and results of
testing a control channel of a content-delivery network. Inone
particular embodiment, the GUI is configured to perform
generating a display representing testing status of a plurality
of DSG tunnels in a first frame and test results of the DSG
tunnels in a second frame and providing details of a test of a
DSG tunnel when a user selects a test result of the DSG
tunnel.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic of one embodiment of a content
delivery network having testers as disclosed herein.

FIG. 2 is a flow chart of one embodiment of a method of
monitoring and testing the control channel of a content deliv-
ery network shown in FIG. 1.

FIG. 3 is a screenshot of a main page of the display of a
tester connected to the IP network shown in FIG. 1.

FIG. 4 is a screenshot of the controller view of a tester
connected to the IP Network shown in FIG. 1

FIG. 5 is a screenshot of a linear guide data details view of
a tester connected to the IP network shown in FIG. 1.
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FIG. 6 is a screenshot of the linear guide data.

FIG. 7 is a screenshot of a homepage of a tester connected
to the RF network (output of a cable modem termination
system).

FIG. 8 shows a screenshot following the competition of the
XAIT test tunnel and a partial decoding of the Tru2way
tunnel.

FIG. 9 shows a screenshot of details of the XAIT tunnel.

FIG. 10 shows a screenshot of details of the EPG data in the
Application tunnel.

FIG. 11 shows a screenshot of the channel map details in
the Network tunnel.

FIG. 12 shows a screenshot of the cable tester results par-
tially completed.

FIG. 13 is a schematic of a tester for integration with the [P
network.

FIG. 14 is a depiction of a tester used for connection to the
RF network (output of a CMTS).

DETAILED DESCRIPTION

FIG. 1 shows a schematic of one embodiment of a content-
delivery network 100 incorporating the testing apparatus 101,
102 of the disclosure. Throughout this disclosure, reference is
made to a cable system embodiment of the network 100;
however, it should be understood the system and method of
the disclosure are not limited to a cable system and may
include any content-delivery network, e.g., Internet-based
systems, wireless systems, and fiber-based systems. As used
herein, a content delivery network or content distribution
network (“CDN”) is a system of computers networked
together that cooperate to deliver content to end users or
subscribers.

Referring to FIG. 1, the network 100 comprises an IP
network (backbone) 103. IP network 103 may comprise a
large collection of interconnected, high-capacity data routes
and core routers. Networked to IP network 103 may be a
plurality of subnetworks 104, which, in a cable system may
include a Converged Regional Area Networks (CRAN),
which typically, although not necessarily, service certain geo-
graphic regions. Each subnetwork (CRAN) 104 is associated
with one or more edge router 106 for communicating with a
plurality of clients 107 in the network 100. In a cable system
the edge router 106 may be a cable modem termination sys-
tem (CMTS) 106. CMTS 106 typically resides in a cable
company’s headend 105, or hubsite, and is used to provide
high speed data services, such as cable internet or Voice over
1P, to cable subscribers via a client device, such as a set top
box (STB) or Cable Modem (CM). A given headend may have
between half'a dozen to adozen or more CMTSs to service the
cable modem population served by that headend or hybrid
fiber cable (HFC) hub. On the subscriber side of the headend,
CMTS 106 enables the communication with subscribers’
cable modems. To this end, CMTS 106 functions not only to
route signals to various clients (set top boxes) 107, but also to
convert a signal used at the backbone 103 level to a form
suitable for the clients. Specifically, the CMTS 106 interfaces
Ethernet interfaces (connections) on one side and coax RF
interfaces on the other side. The RF/coax interfaces carry RF
signals to and from the subscriber’s client device.

In a cable system, the client device is often referred to as a
set top box (STB). A STB (e.g., set top box 107) refers to a
device that connects to a monitor and an external source of
signal, converting the signal into content for display/trans-
mission over the monitor. The signal source might be an
Ethernet cable, a satellite dish, a coaxial cable (cable televi-
sion), a telephone line (including DSL connections), Broad-
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band over Power Line, or even an ordinary VHF or UHF
antenna. The STB may have several different embodiments.
For example, it may be a special digital STB for delivering
digital content on TV sets that do not have a built in digital
tuner. The STB may also descramble premium cable chan-
nels. A STB may be a cable converter box to receive digital
cable TV channels and convert them to analog for non-digital
TVs. In the case of direct broadcast satellite (mini-dish) sys-
tems such as SES Astra, Dish Network, or DirecTV, the STB
is an integrated receiver/decoder (or IRD). In internet packet
(IP) TV networks, the STB is a small computer providing
two-way communications on an IP network, and decoding the
video streaming media that eliminates the need for any
coaxial cabling. The STB may be a discrete unit or its func-
tionality may be incorporated into other components of the
user’s system such as the monitor, TV, DVR, or personal
computer. For example, the STB may be a portable, modular
unit (i.e., a personal STB) or it may be integrated into a
stationary TV system. The STB may contain one or more
digital processors or may use the processing capabilities of
the other system components (e.g., TV, DVR, personal com-
puter). Additionally, rather than having its own tuner, the STB
may use the tuner of a television (or DVR).

In one embodiment, the network 100 has DSG-enabled
CMTSs (e.g., CMTS 106), thus allowing a DOCSIS CMTS to
use the same control channel data used across different
CMTS and even across CRANs (e.g., CRAN 104), thereby
eliminating the need to deploy and manage unique stand-
alone OOB systems. With a DSG-enabled CMTS, cable
operators are now in a position to consolidate their video
control and data traffic on control channels. More specifically,
DSG leverages the existing infrastructure of digital video and
DOCSIS networks to enable broadcast and interactive ser-
vices required for control channel or OOB messaging trans-
port. It should be understood that the term “out-of-band” or
“O0B” is used herein generally to refer a control channel. It
no longer means that the control channel is not within the
same band as the video channel. Likewise, when referring to
a “control channel” herein, a signal in the control channel
may or may not be in the same band as the video channel.

The control channel interface between application servers
108 in the network 100 and the CMTS 106 may be, for
example, IP Multicast or IP Unicast, although IP Multicast
tends to provide a more efficient mechanism to distribute the
same [P datagram to many CMTSs. The DSG configuration
ensures that the IP Multicast or IP Unicast traffic is mapped
over to appropriate “DSG tunnel,” and in turn, to the desired
set of STBs or to an individual STB.

The DSG tunnel is the one-way IP datagram transport
mechanism over which a CMTS communicates to a STB.
Examples of DSG tunnels include XAIT, Network tunnel
(which delivers ChannelMap data), EMM tunnel (which
delivers entitlement messages), OCAP app tunnel (which
delivers partial guide data and guide configuration informa-
tion), and “TiVo app tunnel (which delivers partial guide data
and guide configuration information). With an embodiment, a
conditional access or POD provider may be limited to eight
DSG tunnels to transport OOB messaging, although this limi-
tation may change as the system evolves. A DSG tunnel is
carried over one or more downstream DOCSIS channels and
is identified by the DCD Control message as defined in the
DSG specification. Inthe Comcast case, the tunnel can also be
identified by a well-known Ethernet media access control
(MAC) address. When a DSG STB first boots during initial-
ization, it scans the downstream for a QAM carrier. When
QAM lock is achieved and if the DSG STB finds at least one
DSG tunnel, it stays on the downstream. Tester 101 is located
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at IP network 103 of the content-delivery network, and tester
102 is located downstream of an edge router 106 in the net-
work. Accordingly, in a cable network tester 101 is located at
the IP network 103 and tester 102 is located downstream of a
CMTS 106. Tester 101 is configured to test the control chan-
nel signals and network elements for the network 100 at large,
while tester 102 is configured to test the control channel
signals and network elements associated with a particular
CMTS 106 downstream port. It should be understood that the
claims are not limited to two testers situated as shown in FIG.
1, and may include only tester 101 or tester 102.

Tester 101 need not be centrally located in IP network 103
but may be located instead in a CRAN 104. In the latter
embodiment, the tester 101 may be configured for testing
only the CMTSs associated with a particular CRAN or it may
be associated with networks to receive CMTS output from
other CRANS. Likewise, while the tester 102 may be located
at the subscriber’s premises to test the control channel signal
from the CMTS, it may be desirable in some circumstances to
locate the tester 102 in the hub or headend with the CMTSs.
This way, there is no need to enter a subscriber’s premises to
test the control signals outputted by a CMTS. Additionally, in
one embodiment, the tester 102 is configured to “tap” into the
output of multiple CMTSs, thereby enabling one tester to
service multiple CMTSs.

Testers 101, 102 function essentially as STBs as described
above. They become virtual STBs, enabling not only detec-
tion of signals, but also testing of the network elements asso-
ciated with the signals. More specifically, FIG. 2 shows a flow
chart 200 of an embodiment.

In step 201, the tester joins a connection with the control
channel. In a DSG embodiment, the tester joins the connec-
tion with at least one DSG tunnel by scanning the downstream
channel for a DSG tunnel having a DSG tunnel MAC desti-
nation address equal to a particular DSG client MAC address.
Unlike a STB, the particular DSG client MAC address is
selectable in the tester 101, 102 to emulate a client or STB
supported by a particular CMTS. Although reference is made
to DSG tunnels, in this description, it should be understood
that the disclosure herein is not limited to this embodiment,
and includes joining a connection with any signal in any
control channel, which may or may not be an out-of-band
channel.

In the embodiment of tester 102, a connection to the signal
is joined after it has been converted to RF by a CMTS. This is
performed, for example, by configuring a regular cable
modem or STB to forward the DSG signal to the Ethernet
port, and connecting that Ethernet port to a laptop/computer
that is running analysis software. Specifically, the cable
modem may use a configuration file (e.g., “.cm” file) at boot
up that instructs it forward the signal per the DOCSIS 2.0
Specification (i.e., Section C1.2.12—Multicast MAC
Address150). This configuration may be targeted by the nor-
mal provisioning system on a per cable modem basis using
the unique MAC address of the cable modem, thereby allow-
ing the network provider to transform any cable modem that
supports a specific protocol (e.g., Section C1.2.12—Multi-
cast MAC Address150 of the DOCSIS 2.0 Specification) into
a testing device. Thus, rather than developing a proprietary
interface for the Tester 102 to connect to the network 100, it
may use a modem already developed under the DOCSIS
standard. With another embodiment, a Tru2way-compatible
STB is loaded with software that forwards DSG data, 2-way
data, and in-band data to the Ethernet port that is connected to
a laptop/computer that is running analysis and control soft-
ware.
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In step 202 the content of the signal being transmitted in the
DSG tunnel is decoded. Decoding content in the tester may be
performed as it is in a STB using the same software/algo-
rithms. For example, tester may use the same open standards
protocols as STB to decode EPG data on CDN, VOD Asset
Meta Data, or TiVo Experience (TE) Server data (TiVo only).
The decoded signal may be used for a number of purposes,
some of which are described below.

For example, in step 203, the tester applies business rules to
the decoded signal to determine if the signal is compliant with
the appropriate standards, protocols or rules (collectively
referred to herein as “rules”). For example, signals transmit-
ted in the following tunnels may tested against the rules as set
forth below:

XAIT Tunnel

=> Rule: One message per second

= Needs to match reference XAIT
Network Tunnel

=> Rule: Channel map contains correct ControllerID entry

(0xACDD)

= Rule: Channel map contains correct ChannelMapID

entry (0xACDC)

=> Rule: Channel map contains correct TVW_OCAP

entry (5000)
= Rule: Channel map contains correct TVW_BKGD
entry (5001)
Application Tunnel

= Rule: lIb.xml consistent with controllerID in channel-

map

=> Rule: Entries present for and consistent for VOD ses-

sion, VOD Nav, Imprint, EPG URL, SCM
Other rules include, for example, determining if location of a
network element associated with the decoded content is
within an area served by a given video controller. The rules
may be tailored to identify anticipated problems, e.g., com-
mon mistakes due to human error. As shown in FIG. 1, appli-
cation server 108 may function as a video controller.

In addition to checking the compliance of the signal with
certain rules, in step 204, the decoded content may be used to
identify network elements associated with the signal. More
specifically, the signals transmitted in various tunnels desig-
nate certain network elements available for providing ser-
vices. For example, a configuration file on the Application
tunnels provides the identity (IP address) of a VOD server for
providing video assets. Network elements include, for
example, VOD asset data server(s), VOD session resource
manager(s), VOD Streaming frequencies, Click-stream log-
ging/usage servers(s), Misc application server(s), EPG infor-
mation servers(s), Video Provisioning servers (aka “video
controller”, or DAC for Moto, and DNCS for Cisco/SA),
Code download servers, and Switched Digital Video (SDV)
session resource manager(s). Still other network elements are
possible and within the scope of the claims.

Once these network elements are identified, they may be
checked in step 205. More specifically, because testers 101,
102 are active components on the network, they are able not
only to identity a network element, but also to interact with it.
Thus, the testers may conduct “synthetic” transactions with
the network elements to verify their integrity. Verifying the
integrity of a network elements may be performed, for
example, by checking its data stream or its response to a
stimulus. Examples of tests/transactions are provided below
for the indicated data stream or network elements:

Linear Guide Data

= Transaction: Periodically pulling full guide data sets

for every ChannelMap from CDN

= Transaction: Checking syntax, trap on error
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VOD Asset Metadata
=> Transaction: Periodically checking availability of VOD
Main Menu

= Transaction: Checking syntax, trap on error
TiVo Experience (TE) Servers

= Transaction: Periodically checking availability of TE s

= Transaction: Checking syntax, trap on error
Other synthetic transactions include, for example, checking
of Imprint (Usage) servers and testing of Session Resource
Managers for VOD or SDV.

Alternatively, the check for integrity may not be a transac-
tion, but rather a verification of configuration. For example,
for a video controller with id 2507, there should be a configu-
ration file called “v1_ 2507 locationsxml” for the TV Works
Platform (TVP) OSL application to be able to function cor-
rectly. Still other checks and synthetic transactions are within
the scope of this disclosure.

In one embodiment, the tester performs tests on one video
controller’s output and then switches to another video con-
troller automatically so that the entire network is ultimately
tested. For example, tester 101, which is integrated with the IP
Network 103, has access to essentially all the DSG tunnels
used in the network. Accordingly, in one embodiment, after it
checks the compliance of signals and network elements asso-
ciated with DSG tunnels for one video controller, it switches
to another and reiterates the above-mentioned steps. Such a
process allows the system to be constantly monitored and
tested. With some embodiments, one process is executed per
video controller so that there are, at any given time, N tunnels
under inspection, where N equals the number of video con-
trollers. With an embodiment, screenshot 300 (as shown in
FIG. 3) displays the status for 63 controllers, 1703 DSG
Tunnels, EPG data for 950 locations, and VOD asset metadata
for 115 locations. Moreover, the screenshot 300 may show the
status of a network as the network evolves.

On the other hand, tester 102, which is configured to con-
nect to the output of CMTS 106, may not have access to the
output of other video controllers or even other CMTSs. Fur-
thermore, because the tester 102 may be on the subscriber’s
premises, it is generally desirable to keep the duration of the
testing as short as possible. Accordingly, in one embodiment,
tester 102 is configured to run certain tests just once and in a
logical sequence to troubleshoot a problem. That is, in one
embodiment, the tests start with the most likely causes of the
experienced problem, and moves to less likely causes until the
problem is identified.

After the various checks and transactions are performed,
the results are converted into a human-understandable for-
mat, and provided in a report to an administrator of the control
channel in step 206. As used herein, the administrator refers to
anyone having any control or responsibility for the control
channel, and may include, for example, administrators of the
CDN, the MSO, technicians in the fields, and data collection
systems. The information provided and the form in which it is
provided may vary with the application. For example, tester
101, which resides on IP network 103, may provide informa-
tion on a broader scale than tester 102, which resides on the
output of a CMTS 106.

For example, referring to FIG. 3, a screenshot 300 of the
main page oftest 101 is shown. The left frame 301 determines
what is shown in main frame 302. In this embodiment, the
choices are Tru2way Map (which is the default), or TiVo Map.
Right frame 302 displays a map 303 which is refreshed peri-
odically, e.g., every five minutes. In one embodiment, each
video controller is represented on the map by a color-coded
indicator 304. The color of the indicator corresponds to the
controller’s status. For example, a green circle means the
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controller is “OK,” a blue circle means that “Not all required
Tru2way tunnels are configured,” a yellow circle indicates
“Warnings,” a red circle indicates “Errors,” and a gray circle
indicates that “No Tru2way configuration on this controller.”
Still other status conditions and indicator types may be used.

The user may click on any indicator in FIG. 3 to see the
details of the test on the video controller as shown in FIG. 4.
In this “controller view” screenshot 400, the VOD status and
last check date/time are provided in frame 401. A user may
browse VOD assets on VODNav server by clicking on the
indicator 402 of the VODNav server. This itself may be a link
to the EPG data pages. If in TiVo view, the TiVo Experience
(TE) server status and last check date/time are provided.
Tunnel status and history 406 (most recent is left) may also be
provided to include, for example, the following tunnels:
EMM, Network, Tru2way Application, TiVo Application.
Clicking on any of these indicators 406 provides a detailed
view for that tunnel at a particular sampling time. Referring to
FIG. 5, a screenshot 500 of the application tunnel 407 is
provided which provides an event grid 501 of channel and
scheduled programming. As mentioned above, the testers
may also perform synthetic transactions to test the integrity of
network elements, and, in this respect, FIG. 6 is a screenshot
600 of linear guide data generated from pulling data from the
CDN using HTTP.

FIGS. 7 through 12 are selected screenshots from tester
102. These screenshots of the tester 102 are related to those of
test 101, but tailored to reflect the fact that, in one embodi-
ment, the tester 102 is connected downstream of an CMTS. In
one embodiment, the tester 102 comprises a graphical user
interface (GUI) for displaying the status and results of testing
a control channel of a content-delivery network. The GUI is
configured to perform the following steps: generating a dis-
play representing testing status of a plurality of DSG tunnels
in a first frame, and test results of the DSG tunnels in a second
frame; and providing details of a test of a DSG tunnel when a
user selects a test result of the DSG tunnel.

For example, the screenshot 700 of FIG. 7 is the opening
page before connection to the tunnels and decoding of the
signals thereon occurs. The screenshot 700 has a left frame
701, which indicates the status of the testing performed on
certain tunnels, and a right frame 702 indicating the results of
the tests. In FIG. 8, the left frame 701 indicates that testing of
XAIT tunnel 703 is complete, while testing of the Tru2way
tunnel 704 and DAC network 705 are partially complete. The
frame 702 to the right in the screenshot 800 of FIG. 8 shows
results of the test and allows the user to drill down and see
details of the test. For example, FIG. 9 is a screenshot 900
showing details 901 of the X AIT tunnel test in the right frame
702. This screenshot also shows in the left frame 701 that
testing on the DAC EMM 902 and DAC network 903 tunnels
are now completely decoded, while Tru2way EPG 904 is
partially decoded. FIG. 10 shows a screenshot 1000 of the
details 1001 of the Tru2way EPG tunnel test in which pro-
gramming for the various channels are provided in an event
table in the right frame 702. FIG. 11 shows a screenshot 1100
of'additional details 1101 of the DAC Network in right frame
702, specifically, a channel map including source identifica-
tion. FIG. 12 shows a screenshot 1200 indicating the left
frame 701 that testing of the Tru2way XAIT, Tru2way EPG,
DAC EMM, and DAC network tunnels is complete, and the
results are satisfactory as shown in the right frame 702. It
should be understood that, in addition to these screenshots,
others following the decoding of the various tunnel signals
are also possible.

In addition to or as alternative to screens and other user
displays, testers 101, 102 may have a notification system for
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notifying administrators of video controllers and CMTSs of
possible problems. For example, in one embodiment, notifi-
cation is transmitted by implementing the management infor-
mation base (MIB). This may involve, for example, one or
more of the following messages that may not be standardized:
cCastTunnelMissing, cCastTunnelDegraded, cCastVODser-
viceDegraded, cCastEPGdataMissing, cCastOCAPappFi-
leError, and cCastTruViewServer. The testers may also be
configured to send e-mail notifications, set and clear traps, or
perform any other messaging to announce a problem.

The physical embodiment of the testers 101 and 102 may
vary according to applications needs. In one embodiment,
tester 101 is a server integrated with the IP network 103. A
schematic of one such embodiment is provided in FIG. 13. As
shown the tester 101 comprises a processor 1301, input/out-
put (I/0) circuitry 1302 operatively connected to the proces-
sor 1301 and configured for transmitting and receiving sig-
nals over a network 100, and memory 1303 operatively
connected to the processor. The memory is configured with a
program for instructing the processor to execute, for example,
the following functions: joining a connection with a control
channel of the network via the I/O circuitry; decoding a signal
in the control channel; checking if the decoded signal is
compliant with one or more rules; identifying network ele-
ments associated with the decoded signal; performing syn-
thetic transactions with the identified network elements to
verify their integrity; and outputting reports on results of the
checks and transactions as described above.

In one embodiment, the tester 102 is a portable computer
such as a laptop or tablet computer that is suitable for being
carried onto a subscriber’s premises and connected to the
network 100 at that point. Portable computers such as laptops
and tablets are well known. Accordingly, as with most tradi-
tional portable computers, tester 102 as shown in FIG. 14
comprises a housing 1401 containing a processor (not
shown), /O circuitry (not shown) operatively connected to
the processor, user interface operatively connected to the I/O
circuitry, which, in this embodiment, includes a display 1402
and a keyboard 1403, and memory (not explicitly shown)
operatively connected to the processor. Such computers are
well known and include, for example, Linux, MAC and Win-
dows-based units. The memory is loaded/configured with
instructions for having the processor monitor and test the
network as described above, for example, with respect to FI1G.
2.

Processor 1301 (as shown in FIG. 13) or tester 102 (as
shown in FIGS. 1 and 14) may execute computer executable
instructions from a computer-readable medium, for example,
memory 1303 in order perform a data transmission process
(any or all of the testing processes described herein). Com-
puter storage media may include volatile and nonvolatile,
removable and non-removable media implemented in any
method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Computer storage media include, but
may not be limited to, random access memory (RAM), read
only memory (ROM), electronically erasable programmable
read only memory (EEPROM), flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD)
or other optical disk storage, magnetic cassettes, magnetic
tape, magnetic disk storage or other magnetic storage devices,
or any other medium that can be used to store the desired
information and that can be accessed by processor 1301. The
executable instructions may carry out any or all of the method
steps described herein.
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With some embodiments, tester 102 may comprise a set-
top box that is modified to support the functionality of tester
102.

Unlike tester 101, however, tester 102 also comprises a
cable modem or STB 1404 operatively connected to the [/O
circuitry. The cable modem or STB forwards control channel
traffic (e.g., DSG tunnel traffic) to the processor to enable the
processor to execute functions on the control channel signals
similar to those described above with respect to the tester 101.
In one embodiment, the program of tester 101 is run on tester
102 with a Java interface to enable it to run downstream of the
CMTS.

In one embodiment, tester 102 is configured to be located
onthe premises of the subscriber and to interface directly with
the cable termination of the premises. To facilitate connection
to the cable termination, tester 102 may include a port 1406
(see FIG. 14), which facilitates connection to a cable 1405 to
interface with the output of the CMTS. Such a port may be
any known I/O port, including for example, a USB port,
RIJ-type port, or wireless-type port.

Rather than connecting to the cable termination at the
subscriber’s premises, it may be desirable to locate tester 102
in a central facility and periodically switch to different CMTS
outputs services by the centralized facility. The centralized
facility may be a headend, hub or CRAN. In such an embodi-
ment, the portability of tester 102 is not as important as when
it is moved among subscribers’ premises. Accordingly, rather
than a portable computer, tester 102 may be a stationary
computer such as a work station or server. Such an embodi-
ment may also include switching circuitry for tapping into
outputs of different CMTSs.

In yet another embodiment, a subscriber’s computer or
STB may be used as tester 102. Specifically, an applet or
similar software module may be downloaded from the net-
work through the CMTS onto a subscriber’s computer or STB
connected to the CMTS. The software module then config-
ures the subscriber’s computer to performing the process
described above with respect to FIG. 2. Thus, subscriber’s
own computer becomes the tester 102, forwarding the results
to technical personal operating the network without the need
for a technician to enter the subscriber’s premises. Eliminat-
ing technician “house calls” not only reduces costs, but also
minimizes subscriber inconvenience associated with sched-
uling and waiting for technicians.

Still other embodiments of the testers 101, 102 are possible
in light of this disclosure.

What is claimed is:

1. A method, comprising:

decoding, by at least one computing device, a signal
received in at least one control channel common
between a first network and a second network, wherein
the first network serves a first geographic area and the
second network serves a second geographic area differ-
ent than the first geographic area;

determining, by the at least one computing device, whether
the decoded signal complies with a pre-determined rule,
by determining whether a location of a network element
indicated by the decoded signal is within the first geo-
graphic area served by the first network; and

generating by the at least one computing device, data indi-
cating whether the decoded content is compliant with
the rule.

2. The method of claim 1, further comprising:

conducting, by the at least one computing device, at least
one transaction with the network element to verify its
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integrity, wherein the transaction includes periodically
retrieving a full guide channel map from the network
element.

3. The method of claim 2, wherein conducting the at least
one transaction comprises checking availability of a video-
on-demand main menu.

4. The method of claim 1, further comprising:

conducting, by the at least one computing device, at least

one transaction with the network element to verify its
integrity, wherein the transaction includes periodically
determining an availability of the network element.

5. The method of claim 1, further comprising:

conducting, by the at least one computing device, at least

one transaction with the network element to verify its
integrity, wherein the transaction includes verifying a
syntax of a response to the transaction.
6. The method of claim 1, further comprising generating an
interactive geographic map that indicates, for each of a plu-
rality of network elements in the first and second networks,
whether each network element is compliant with the pre-
determined rule.
7. The method of claim 6, wherein at least one of the
network elements comprises a video-on-demand server and
wherein information from the video-on-demand server is
communicated to a device at a user location within the first
geographic area served by the first network.
8. The method of claim 1, further comprising joining, by
the at least one computing device, an IP multicast data stream
that carries the at least one control channel and wherein the at
least one control channel comprises a data over cable service
interface specification (DOCSIS) set-top Gateway (DSG)
tunnel.
9. The method of claim 1, further comprising determining,
by the at least one computing device, whether the decoded
signal complies with the pre-determined rule by determining
whether a location of a network element indicated by the
decoded signal is within the second geographic area served by
the second network.
10. The method of claim 1, wherein the data comprises at
least one of a webpage, a simple network management pro-
tocol (SNMP) trap, or an e-mail.
11. The method of claim 1, further comprising joining, by
the at least one computing device, a connection comprising
the at least one control channel, wherein the connection is
made to before the signal is converted to an RF signal.
12. A method, comprising:
decoding, by at least one computing device, a signal
received in at least one of a plurality of control channels
common between a first network and a second network;

determining, by the at least one computing device, whether
the decoded signal complies with a predetermined rule
specifying a predetermined message frequency of the
decoded signal; and

generating, by the at least one computing device, data

indicating whether the decoded signal is compliant with
the rule.
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13. The method of claim 12, further comprising:

conducting, by the at least one computing device, at least

one test transaction with the first network or the second
network to verify its integrity.

14. The method of claim 13, wherein conducting the at
least one transaction comprises pulling a full guide data set.

15. The method of claim 13, wherein conducting the at
least one transaction comprises checking availability of a
video-on-demand main menu.

16. The method of claim 12, wherein the signal comprises
emergency alert system information.

17. The method of claim 12, wherein the at least one
control channel comprises a data over cable service interface
specification (DOCSIS) set-top Gateway (DSG) tunnel.

18. The method of claim 12, wherein the signal is received
from a video-on-demand server.

19. The method of claim 12, further comprising joining, by
the at least one computing device, an IP multicast data stream
that carries the at least one control channel.

20. The method of claim 12, wherein the data comprises at
least one of a webpage, a simple network management pro-
tocol (SNMP) trap, or an e-mail.

21. The method of claim 12, further comprising joining, by
the at least one computing device, a connection comprising
the at least one control channel, wherein said connection is
made before the signal is converted to an RF signal.

22. A method, comprising:

decoding, by at least one computing device, a signal

received in at least one control channel common
between a first network and a second network, wherein
each of the first network and the second network serve a
different geographic area;

determining, by the at least one computing device, whether

the decoded signal complies with a predetermined chan-
nel map; and

generating, by the at least one computing device, data

indicating whether the decoded signal is compliant with
the predetermined channel map.

23. The method of claim 22, further comprising:

conducting, by the at least one computing device, at least

one transaction with a network element to verify its
integrity, wherein the first network and the second net-
work are different converged regional area networks.

24. The method of claim 23, wherein conducting the at
least one transaction comprises retrieving a full guide data
set.

25. The method of claim 23, wherein conducting the at
least one transaction comprises checking availability of a
video-on-demand main menu.

26. The method of claim 22, wherein the signal comprises
program guide information.

27. The method of claim 22, further comprising joining, by
the at least one computing device, an IP multicast data stream
that carries the at least one control channel.
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